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5 Ways to Prevent Accounts Payable
Fraud
Cyber-criminals may have become craftier, but we now have access to the latest
technology that can catch them long before they can cause serious damage. Here
are 5 things you can do today that will help your team fend o� future attacks.
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Accounts payable fraud is an all too common occurrence in today’s ever-increasingly
digital world. According to a recent survey by the Association for Finance
Professionals, nearly 75% of all organizations were targeted by a fraud attack in 2020
– a truly staggering statistic. After the disruption caused by the pandemic, companies
might feel ill-prepared against a possible security breach.

Cyber-criminals may have become craftier, but we now have access to the latest
technology that can catch them long before they can cause serious damage. Here are
5 things you can do today that will help your team fend off future attacks.   
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Revisit your approvals strategy  
Practices such as having the same person approve invoices and payments can make it
easier for organizations to fall victim to fraud. Preventing mishaps becomes even
more dif�cult when approvals rely on a paper or an email-based system. These
recommendations will help you build a secure and robust approvals process.

●      Separate approvals for invoices and payments: The person coding or processing
the invoices should not be approving them.

●       Set up approvals by department and by dollar amount: Every department
manager needs to be involved in approving their expenses and if they are over a
certain dollar amount, a senior manager needs to be involved.

●       Assign two people to approve payments: Tighten your controls around how
funds leave the business by assigning payments approval to more than one senior
leader. This will bring accountability into the process. 

●       Support purchases with an approved Purchase Order (PO): Depending on the
business size, purchases going over a certain amount should be supported with a PO
that goes to a senior manager for approval.

●       Periodically audit invoices as they go through the process.

Formalize the vendor setup process
Often there is no authorized plan to add new vendors except for a check request or an
email submission. Setting up new vendors needs to be a strictly controlled process.
This prevents any one person from having too much control over �nancial funds and
minimizes the risk of fraud. You can document a vendor onboarding plan that
identi�es the method of payment, primary contact to initiate change, payment
processing time, escalation process, etc.

A common sign of external fraud is a bank change request, often in the guise of an
odd email asking the payment to be wired to another account. To avoid this, the
accounting department can use a bank change form to initiate change. This means,
when your AP team receives a call or email asking for banking details to be amended,
it can only be processed once the form has been �lled by the assigned individual.
Another option is to ask questions to con�rm the legitimacy of the request: What’s the
last invoice amount? When was the last payment made?

Ask questions about expenses
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While employee education is important to deter external fraud, strict controls within
a business will help combat internal risks, especially during a time when the rate of
fraud, waste and abuse has soared. A recent report found that while T&E spending
decreased by 63% year-over-year in the second quarter of 2021, there was a 207%
year-over-year increase in spend violations.

It’s important for businesses to ask questions about expenses: Why is this a company
expense? Who approved it? Hold expense owners and managers accountable by
sourcing as much information as possible. This will also help you during your
annual audit because you might forget the details in a year’s time if it’s not
documented. 

Secure proper backup for all expenses and invoices. A packing slip is not an invoice,
an order con�rmation is not an invoice, and a screenshot is de�nitely not an invoice.
The same goes for expenses. Request for original receipts and credit card statements
with the name and account number of the expense owner – secure all the backup
documentation that proves that the expense was paid for by the claimant.

All hands on deck
Your employees are the best resource you have when it comes to identifying a threat.
Managers do not always have the time to look out for potential risks and should be
able to trust their team to be the �rst line of defense.

The same study reveals that common sources of fraud include easy targets like forged
checks, stolen cards, or full-on account takeovers by career hackers and spyware. But
perhaps the most dangerous type are business email compromise scams: criminal
gangs posing as legitimate vendors, mysterious third parties requesting sudden bank
changes, or even worse, an imposter pretending to be a senior executive demanding
an immediate transfer of funds.

By coaching your employees on how to recognize these red �ags and raise the alarm,
you won’t have to deal with the lost time and money that comes with dealing with
fraud.

The case for digital transformation
Another tactic to prevent payments fraud is to digitize and automate your accounts
payable process. By taking human error out of the equation, an automated AP
work�ow solution will be able to spot duplicate payments much easier and faster, as
well as �ag any errors or suspicious activity in real-time. Accounting teams can then
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investigate the problem and decide whether it was a mistake or a potential fraud
attempt.

Your company will also bene�t from an automated approval processes, where
multiple managers can review and sign-off invoices before they are sent out,
mitigating the risk of potential fraud slipping under their radar. 
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