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more than 400 CPA Firms (24 Years)

IT/Administrative Partner for Regional 
CPA Firm (10 Years)



© 2020 Right Networks • Confidential & Proprietary 

3

Agenda

© 2019 Right Networks • Confidential & Proprietary 

 100% accounting focused

 Deep industry experience and knowledge required to 
provide best-in-class cloud solutions.

 Lead the market with 180,000 users.

 4,000+ accounting firms trust us to deliver their 
applications in the cloud every day.

 Strategic partnerships with Intuit, CCH-Wolters Kluwer, 
Thomson Reuters, and others at the executive, technology, 
and support levels that are unmatched in the industry.

 Uniquely positioned to deliver the best solution and 
service experience.

 Right Networks Cloud Premier (formerly Xcentric)

About
Right Networks

Hosted/Technology:

Cloud Premier
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Agenda
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Security Briefing for Accounting Professionals

 In the News: Security Headlines
 Advancing Cyber Threats
 Cybersecurity-It’s the Law!
 What to Do if You Suspect a Breach
 Cybersecurity Tips You Should Know
 Security Resources
…GOAL: provide you with updated threats and 
resolutions to protect your firm and educate 
your personnel!
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In the News: Security Headlines

Medical and Legal already being attacked 
….will accounting firms be targeted next?
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In the News: Security Headlines

Medical and Legal already being attacked 
….will accounting firms be targeted next?
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In the News: Security Headlines
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In the News: Security Headlines

Report: phishing@irs.gov

mailto:phishing@irs.gov
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In the News: Security Headlines
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“Breach Fatigue”
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Advancing Cyber Threats: Social Engineering

 Virtual Social Engineering (contact from unknown party)
 Verify phone/email contacts
 Security Pop Ups

 Do not call listed number
 Do not click link-contact sender to verify
 Log into websites directly (verify HTTPS/SHTTPS)
 Hover over any links to review properties
 Do not  access from another computer
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Advancing Cyber Threats: Social Engineering

 Virtual Social Engineering (contact from unknown party)
 Verify phone/email contacts
 Security Pop Ups

 Do not call listed number
 Do not click link-contact sender to verify
 Log into websites directly (verify HTTPS/SHTTPS)
 Hover over any links to review properties
 Do not  access from another computer

 Social Engineering-Physical
 Physically greet office visitors/accompany/monitor visit                  (8% 

physical)*
 USB Warning (Malware/Data Theft)
…Evil Maid attacks

*Verizon Data Breach Investigations Report 
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Advancing Cyber Threats: Compromised Credentials

 Compromised Credentials/Password (81%)*
 Re-used from other sites/seldom changed
 Unsecure WiFi/Keyboard Logger
 Accounting Specific Targets: 

 Client Tax Data (Document Management)
 Electronic Filing (Tax Applications/Payroll)
 Internal Finance (Banking/Payroll)
 Internal/External Contacts (Outlook to spread malware)

 Solutions:
 Complex Passwords-Changed Frequently, Password Wallets
 Utilize Multi-Factor Authentication (DUO/Okta)

*Verizon Data Breach Investigations Report 



© 2020 Right Networks • Confidential & Proprietary 

14

Advancing Cyber Threats: Phishing-Spear Phishing

 Phishing Emails (66%)*
 Attachments with Malware

*Verizon Data Breach Investigations Report 



© 2020 Right Networks • Confidential & Proprietary 

15

Advancing Cyber Threats: Phishing-Spear Phishing

 Phishing Emails (66%)*
 Attachments with Malware
 Links to websites
 Accounting Firm Targets

 DocuSign
 Adobe Cloud

 Initial Warning Signs
 Unexpected or Out of Character
 Requires Immediate Response/Action
 Requests click on Link, Credentials, Login, Financial
…take a minute to be sure.

*Verizon Data Breach Investigations Report 
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Advancing Cyber Threats: Phishing-Spear Phishing

 Phishing Emails (66%)*
 Attachments with Malware
 Links to websites
 Accounting Firm Targets

 DocuSign,
 Adobe Cloud

 Initial Warning Signs
 Unexpected or Out of Character
 Requires Immediate Response/Action
 Click on Link, Credentials, Login, Financial

 Don’t forget about Mobile Phishing
 URL Padding
 SMS links (SMiShing)

*Verizon Data Breach Investigations Report /Phishlabs
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Advancing Cyber Threats: Phishing-Spear Phishing

 Phishing Emails (66%)*
 Attachments with Malware
 Links to websites
 Accounting Firm Targets
 New Avenues of Attack: Application Updates

 Meeting Notification Updates (WebEx)
 Microsoft Office 365/TEAMS Alerts

*Verizon Data Breach Investigations Report 
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Advancing Cyber Threats: Phishing

 Phishing Emails (66%)*
 Attachments with Malware
 Links to websites
 Accounting Firm Targets
 New Avenues of Attack: Application Updates

 Meeting Notification Updates (WebEx)
 Microsoft Office 365 /TEAMS Alerts

 Phishing as a Service (PaaS)
 Unrestricted .com vs. restricted .cpa domain

…rightnetworkx.com

*Verizon Data Breach Investigations Report 
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Advancing Cyber Threats: Phishing
 Current scams and malware

 Phishing/Pharming 
 Look-Alike Websites

 Social Media Gift Exchange

 Grandparent Scams

 Temporary Holiday Jobs

 Free Gift Cards

 E-Cards

 Fake Shipping Notifications

 Phony Charities

 Letters From Santa

 Unusual Forms of Payments

 Travel Scams
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Advancing Cyber Threats

 2020 State of Ransomware (Sophos)
 51% Hit with ransomware attack-73% encryption succeeded
 26% of encrypted companies got data back after paying (1% didn’t)
 56% of encrypted companies got data back from backups
 Paying the ransom effectively doubled the cost for remediation

5,000 IT Managers in companies 
between 100-5,000 personnel (10% US
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Advancing Cyber Threats

 2020 State of Ransomware (Sophos)

 Current Ransomware Sequence (KnowBe4)
 Criminal hackers infiltrate your network
 Install Trojans and other malware
 Delete your backups
 Steal your data before encryption
 Hold the data for ransom
 Leak data and intellectual property, public shaming
 Extortion of victim’s clients, auction data troves
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Advancing Cyber Threats

 2020 State of Ransomware (Sophos)

 Current Ransomware Sequence (KnowBe4)

 Ransomware as a Service
 Affiliate/Developer Split (Dot 50/50, Satan 70/30)
 Tiered incentives
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Advancing Cyber Threats

 2020 State of Ransomware (Sophos)

 Current Ransomware Sequence (KnowBe4)

 Ransomware as a Service

 Response if impacted?
 Immediately validate backups and ability to recover
 Know restoration time and critical file prioritization
 Look for key missing files as email attachment
 Erase, reformat, reinstall all workstations, servers
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Advancing Cyber Threats: Whaling

 Hacker in the Middle

 Whaling (spoofed emails from known parties) 
roman@rightnetworkx.com

 Accounting Specific Targets: Payroll/Finance                        
.                                          …Gift Cards!!!  Seriously????

mailto:roman@rightnetworkx.com
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Cyber Threat: Public/Client Wifi

 Verify WiFi before connecting
 Identify client-provided WiFi SSID 

is valid before browsing

StarbuckFreeWiFi
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Cyber Threat: Public/Client Wifi

 Verify WiFi before connecting
 Identify client-provided WiFi SSID 

is valid before browsing

StarbuckFreeWiFi StarbucksFreeWiFi
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Cyber Threat: Public/Client Wifi

 Verify WiFi before connecting
 Identify client-provided WiFi

SSID is valid before browsing
 Do not recommend using 

public/hotel WiFi for any secure 
logins or browsing unless a VPN 
configured (i.e. Cisco AnyConnect/ 
NordVPN, IPVanish, ExpressVPN)

 Solution: Utilize mobile 
hotspot/smartphone
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Advancing Cyber Threats: Reputation

 Impact of Breach on Reputation

 Legal Requirements to Notify

 https://www.itgovernanceusa.com/data-breach-notification-
laws

https://www.itgovernanceusa.com/data-breach-notification-laws
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 Impact of Breach on Reputation

 Legal Requirements to Notify

 Public Notification

Advancing Cyber Threats: Reputation



© 2020 Right Networks • Confidential & Proprietary 

30

Advancing Cyber Treats: Financial

 Finance/Business: Immediate 6% churn

 64% would stop working with firm if PII breached

 94% would pursue legal action

 Average breach cost-$8.19M

 IBM Ponemon $224/record
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Cyber Security: It’s the Law!

 Financial Services Modernization Act of 1999 (Gramm-Leach-Bliley) gave 
Federal Trade Commission the authority to set safeguard regulations for 
paid tax preparers.  The FTC Safeguard Rule states they must create and 
enact security plans to protect client data.

 Violation of the FTC Safeguards Rule is regarded as a violation of 
IRS Revenue Procedure 2007-40, which sets the rules for tax professionals 
participating as an Authorized IRS e-file Provider.

 During the 2018 filing season the IRS noted a 29% increase in the number 
of tax practices that reported they had been the victim of a data breach.

 IRS holds annual Security Summits to outline security requirements.

https://www.irs.gov/irb/2007-26_IRB
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Cyber Security: It’s the Law!

 2019 PTIN Renewal
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Cyber Security: It’s the Law!

 IRS Security Summit Requirements
 IRS Security Six:

 Anti-virus/Malware Application
 Firewalls
 Multi-Factor Authentication
 Backup Software
 Drive Encryption
 Virtual Private Network
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Cyber Security: It’s the Law!

 IRS Security Summit Requirements
 IRS Security Six
 Phishing Training
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Cyber Security: It’s the Law!

 IRS Security Summit Requirements
 IRS Security Six
 Phishing Training
 Security Awareness Training
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Cyber Security: It’s the Law!

 IRS Security Summit Requirements
 IRS Security Six
 Phishing Training
 Security Awareness Training
 Written Plan: “Appropriate to their own Circumstances”

 Designate an employee to coordinate Security Plan development
 Identify and assess risks to client information
 Evaluate effectiveness of current safeguards and adjust as necessary
 Design, implement and monitor a safeguards program
 Select service providers than can maintain appropriate safeguards
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Spot Something Phishy? (Warning Signs of a Breach)

 Increase in computer connecting to Internet when not working, browser 
pop-ups, new tool bars, or searches jumping to unexpected sites, mouse 
pointer moving, noticeable degradation
 New files/applications appearing on your computer
 Website/email notification of security/virus warning
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Spot Something Phishy? (Warning Signs of a Breach)

 Notification of changed passwords or password not working
 Receiving notification of odd emails being received by peers
 Emails with your address being bounced back 
 Tax returns being inexplicably filed or bank routing information changed
 Notification of ransomware
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If You Suspect a breach

 Stop Work on the PC
 Disconnect the workstation from the internet immediately 

(unplug Ethernet cable or turn wireless connection off)
 Contact your IT/Support Team to Remediate Issue

 Investigate data breach complaint
 Document event sequence through incident response form
 Preserve/review workstation/server logs as well as suspected files
 Partner with forensic company and law enforcement if needed
 Scan/rebuild or reassign a workstation so staff can get back to 

work
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Cyber Security Checklist

 What Should YOU Know?
https://info.rightnetworks.com/cloud-premier/cpa-
cybersecurity-checklist-2020

https://info.rightnetworks.com/cloud-premier/cpa-cybersecurity-checklist-2020
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Your Computer
 Authorized Equipment

 Firm designated computers, tablets, smartphones
 Confidential (not shared/utilized by other family members)
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Your Computer
 Authorized Equipment
 Automatic Updates

 Windows operating system 
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Your Computer
 Authorized Equipment
 Automatic Updates

 Windows operating system (No Windows 7!)
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Your Computer
 Authorized Equipment
 Automatic Updates

 Windows operating system (No Windows 7!)
 Anti-virus/malware
 Only load/disable with verified IT support person
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Your Computer
 Authorized Equipment
 Automatic Updates
 Automatic Screen Locking

 <5 minutes
 Sleep when walking away/guests
 Reboot daily for system cleanup/updates
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Connections
 Identity Verification

 Passwords?
 Hardened rules (8 character, upper/lower, number, special)
 Change 90 days
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Connections
 Identity Verification

 Utilize Passphrases*
 Disallow numerical derivatives~
 Terminate with employee
 Unique to each site

 Password Managers

*Random words-at least 12 characters
Data Blue 1040 Sunday
NotHackedOnMyWatch
4Sc0re&7YEARSag0

~PhX!cc01, PhX!cc02, PhX!cc03…
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Connections
 Identity Verification

 Utilize Passphrases
 Password Managers
 Multi-factor authentication (Duo/Okta,  USB, Biometric)
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Connections
 Identity Verification
 Home Internet

 Direct ethernet connection
 Secure your WiFi (update firmware/change password)
 Segment work vs. guest/IoT* access
 Utilize VPN (virtual private network)

*IoT=Internet of Things: Ring Doorbells, Smart TVs, Baby Monitors, 
Garage Doors, Security Systems-connected to home network.
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Connections
 Identity Verification
 Home Internet

 Direct ethernet connection
 Secure your WiFi (update firmware/change password)
 Segment work vs. guest/IoT* access
 Utilize VPN (virtual private network)
 Mobile hotspot access

*IoT=Internet of Things: Ring Doorbells, Smart TVs, Baby Monitors, 
Garage Doors, Security Systems-connected to home network.
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Secure Your Firm Post-COVID-19

 When working remotely:  Secure Connections
 Identity Verification
 Home Internet
 Encrypted File Transfer With Clients

 Mandate portal/secure email
 Disallow USB flash drives (7% of Ransomware Attack: Sophos)
 Personnel should mentor clients/firm should make it easy
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Secure Your Firm Post-COVID-19
 Minimize Human Error

 IT Policies
 Update annually with human resources/external IT

 IT Assets
 Access Control
 Password/MFA
 Remote Access
 Electronic Communication
 Acceptable Use
 Antivirus
 Backup
 Information Classification
 Physical Security
 Outsourcing
 Client Confidentiality

 Impact of new technologies/security threats
(BYOD/Mobile Malware/Remote Flextime/Portals/COVID)
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Secure Your Firm Post-COVID-19

 Minimize Human Error
 IT Policies
 Security Education

 Latest threats (phishing/ransomware)
 IRS security six requirements

 Antivirus/malware
 Firewalls
 Multi-factor authentication
 Backup software
 Drive encryption
 Virtual private network
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Secure Your Firm Post-COVID-19

 Minimize Human Error
 IT Policies
 Security Education

 Latest threats (phishing/ransomware)
 IRS security six requirements
 How to respond if a breach is suspected
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Secure Your Firm Post-COVID-19

 Minimize Human Error
 IT Policies
 Security Education
 Screen Potential Hires/Contractors

 Background checks 
 Chaperone unrecognized personnel
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Secure Your Firm Post-COVID-19

 Firm IT Support Security Considerations
 Independent Security Review

 Is your firm providing Security/SOC compliance services?
 How much security training do internal IT members have?
 How much time is allocated for internal IT security maintenance?
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Secure Your Firm Post-COVID-19

 Firm IT Support Security Considerations
 Independent Security Review
 Verified Backups

 Hourly “shadow” copies
 Disk to encrypted disk to offsite
 Daily offsite with recovery scenario
 Tested restore and recovery
 Endgame: transition to cloud services
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Secure Your Firm Post-COVID-19

 Firm IT Support Security Considerations
 Independent Security Review
 Verified Backups
 Minimize Access Privileges

 “Required for work”
 Avoid “Administrator” default
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Secure Your Firm Post-COVID-19

 Firm IT Support Security Considerations
 Independent Security Review
 Verified Backups
 Minimize Access Privileges
 Breach Response Plan

 Identify team (Single lead/communicator, IT, Forensic, Legal, Insurance)
 Respond timely
 Be transparent
 Control the message
 Deliver concurrently

 Explain remediation
 Practice incident response (tabletop)
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Secure Your Firm Post-COVID-19

 Firm IT Support Security Considerations
 Independent Security Review
 Verified Backups
 Minimize Access Privileges
 Breach Response Plan
 Cybersecurity Insurance (entrusted with PII*)

 First and third-party coverage 
 84% have cyber insurance, only 64% cover ransomware

 Re-evaluate/verify
 Claim notification on outage

*Personally Identifiable Information
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Secure Your Firm Post-COVID-19

 Firm IT Support Security Considerations
 Independent Security Review
 Verified Backups
 Minimize Access Privileges
 Breach Response Plan
 Cybersecurity Insurance
 Data/Equipment Tracking

 Document where data resides
 Inventory computer equipment
 Destroy hard drives at termination
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Secure Your Firm Post-COVID-19

 Additional Concerns for Non-Cloud Firms (maintain own servers)
 Network Equipment System Updates

 Monitored server operating system updates/patches
 Update “connected” devices 
 Segment out IoT (Internet of Things)
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Secure Your Firm Post-COVID-19

 Additional Concerns for Non-Cloud Firms (maintain own servers)
 Network Equipment System Updates
 Secure On-Premise Equipment

 Servers in unmarked/protected room
 Physical and virtual locking of equipment
 Building/suite alarm systems
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Secure Your Firm Post-COVID-19

 Additional Concerns for Non-Cloud Firms (maintain own servers)
 Network Equipment System Updates
 Secure On-Premise Equipment
 Firm Internet Performance

 Monitor increased external activity
 Verify security configuration after upgrades
 Review “open” ports regularly
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Secure Your Firm Post-COVID-19

 Additional Concerns for Non-Cloud Firms (maintain own servers)
 Network Equipment System Updates
 Secure On-Premise Equipment
 Firm Internet Performance
 Local Disk Storage (C: Drives)

 Must be encrypted 
 Disable USB storage
 Don’t keep anything local!
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Resources
 Post COVID-19 Security Checklist
https://info.rightnetworks.com/webinar/cp
a-cybersecurity-checklist

https://info.rightnetworks.com/webinar/cpa-cybersecurity-checklist
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Resources
 Post COVID-19 Security Checklist
 AICPA Cyber Security Resource Center
 StaySafeOnline.org
 IDTheftCenter.org
 IRS Supporting Documents

 Publication 5293, Data Security Resource Guide for Tax Professionals (PDF)
 Publication 4557, Safeguarding Taxpayer Data (PDF)
 Small Business Information Security: the Fundamentals (PDF) by NIST

 State Data Breach Reporting Requirements
 https://www.itgovernanceusa.com/data-breach-notification-laws

 Response Considerations (CPAConsultantsAlliance.com)

https://www.irs.gov/pub/irs-pdf/p5293.pdf
https://www.irs.gov/pub/irs-pdf/p4557.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf
https://www.itgovernanceusa.com/data-breach-notification-laws
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Resources
 Post COVID-19 Security Checklist
 AICPA Cyber Security Resource Center
 StaySafeOnline.org
 IDTheftCenter.org
 IRS Supporting Documents

 Publication 5293, Data Security Resource Guide for Tax Professionals (PDF)
 Publication 4557, Safeguarding Taxpayer Data (PDF)
 Small Business Information Security: the Fundamentals (PDF) by NIST

 State Data Breach Reporting Requirements
 https://www.itgovernanceusa.com/data-breach-notification-laws

 Response Considerations (CPAConsultantsAlliance.com)

https://www.irs.gov/pub/irs-pdf/p5293.pdf
https://www.irs.gov/pub/irs-pdf/p4557.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf
https://www.itgovernanceusa.com/data-breach-notification-laws
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THANK YOU!
Presented by Roman H. Kepczyk, CPA.CITP, CGMA

Director of Firm Technology Strategy

www.rightnetworks.com

https://info.rightnetworks.com/cloud-premier/cpa-
cybersecurity-checklist-2020

https://info.rightnetworks.com/cloud-premier/cpa-cybersecurity-checklist-2020
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