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(think tax returns), certain safeguard components are required for firms with fewer
than 5,000 records.

Roman Kepczyk  Jun. 14,2023
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While the FTC Safeguards rule designed to protect financial and PII (personally
identifiable information) has been around for decades, as of June 9, 2023,

compliance of various components including a Written Information Security Plan,

or WISP, became mandatory! While primarily targeted at companies maintaining
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greater than 5,000 client records (think tax returns), certain safeguard components
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WISP with the caveat that itis “appropriate” to their firm’s size and situation. Below
we identify key components that should be documented in writing to be
incorporated into firm WISPs as well as templates and resources to help you get
started.

STEP 1: Designate WISP Leader: Firm’s must appoint an individual to represent the
firm in coordinating the development of the firm’s information security program.
This includes providing the authority to hire security consultants, external technical
expertise, and work with knowledgeable service providers to assist with the
technical components which are most likely beyond the technical knowledge and
understanding of the WISP leader.

STEP 2: Conduct a Risk Assessment: The firm must identify where all protected
data is located and how it may be utilized including the foreseeable cybersecurity
risks and system vulnerabilities that could compromise this data. This can begin by
listing all the firm’s applications and identifying which contain protected data as
well as the location where this data is stored, whether on individual hard drives,
mobile media, firm network drives, or in the cloud (hosted applications and data

backup providers).

The same stringent risk assessment procedures the firm applies to its internal
systems should be applied to third-party cloud application vendors and hosting
providers. This comprehensive file inventory should also indicate if that data is
encrypted and who has access to these files (regularly checking to verify that

individual access is terminated when the employee or contractor is terminated).

STEP 3: Implement Safeguards: The next step is to identify the safeguards the firm
hasin place and whether they are deemed adequate. Right Networks has coined the

phrase “Smart Security Management” to separate CPA firm safeguards into three


mailto:info@cpapracticeadvisor.com

components: Securing Firm/Client Data, Protecting User Access, and Ongoing Cyber
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recommended), and technical solutions to ensure passwords are unique and not re-

used (such as password wallets to store them).

The final component of Smart Security Management is employee education
discussed in Step 5. To assist firms in identifying current IT safeguards and security
best practices, Right Networks has a Cybersecurity Checklist available at: CPA-
Cybersecurity-Checklist.pdf (rightnetworks.com) which was originally created for
the AICPA PCPS. The WISP leader should walk through this listing with their IT
experts at least annually so they understand the firm’s status on each item and can

implement safeguards where needed.

STEP 4: Ongoing Testing and Monitoring: The WISP leader must work closely with
their internal IT personnel and external security contractors to ensure that cyber
safeguards are being continuously monitored and that alerts are being followed up
with and remediated. Special attention should be given when new applications or
hardware are implemented to ensure that they fall within the WISP guidelines and
do not expose firm data to unintended consequences. Data backups should be tested
regularly as well as disaster recovery solutions to ensure the firm can recover from a

breach or ransomware event.

STEP 5: Employee Education: The IRS recommends firms provide ongoing cyber
security education discussing not only the firm’s security policies and procedures,
but also education on current and evolving threats, how to connect securely via a
VPN (virtual private network), and how to respond in the event the employee
suspects a breach. Firm policies regarding client data should be reviewed and
updated annually such as for example the firm’s document retention policy where
personnel should be educated on how to properly delete files (including that which

is stored on external media).
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Security training would also include regular updates on how cybercriminals are
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impacted clients. Insurance policies should also be reviewed annually to ensure that
any new requirements are being covered as well as verifying the firm has adequate 1%

31‘d

and 3" party coverage if the firm is breached.

As outlined in the steps above, it’s obvious that developing a WISP is a significant
undertaking butitis one thatif done properly will better protect the firm and its
client’s data. To assist firms in formalizing their WISP, the IRS provides a template
via Publication 5708: How to Create a Written Information Security Plan for Your

Tax & Accounting Practice.
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