CPA
Practice Advisor

Hello. It looks like you’re using an ad blocker that may prevent our website from
working properly. To receive the best experience possible, please make sure any blockers

are switched off and refresh the page.

If you have any questions or need help you can email us

companies, almost on par with concern about outside hackers (75%).
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While reports of professional cyberthieves breaching corporate and public sector

servers dominate the news, a recent survey of business executives found that 71%

worry about accidental internal staff error as one of the top threats facing their

companies, almost on par with concern about outside hackers (75%). An additional

23% said they worry about malicious intent by an employee.
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The survey, conducted by EisnerAmper’s Outsourced IT Services practice during
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awareness, along with continued investment in system upgrades and statf. Only ha
(50%) said they are conducting cybersecurity training on a regular basis. A total of
44% held a training within the prior six months, 25% held a training more than
seven months ago, and an alarming 31% said they had never held a single training

event.

“A decade ago, business leaders likely equated cybersecurity breaches with external
hackers, but the new normal of virtual and hybrid work has exposed a wide array of
new cybersecurity threats, many coming from the inside,” said Rahul Mahna,
Partner and Head of Outsourced IT Services at EisnerAmper. “Businesses need to
optimize their resources to ensure they are sparing no proactive measures. An
important first step is training staff and refreshing that education at regular
intervals. Given the increase in virtual/hybrid work, most companies should be
conducting cybersecurity training at least quarterly. It’s far more efficient to spend
up front on education, state of the art software and hardware and, most of all,

reliable IT staff who feel a stake in the company’s success.”
Budget

Seventy-one percent (71%) said they will keep their IT budget the same even during a
recessionary economy, 21% said they will decrease their IT budgets, and only 8%

expect to increase budgets.

The largest share of respondents (32%) said their annual spend on cybersecurity as a
percentage of overall technology outlays was just 1%-3%, while 30% said that budget
line was 4%-6%. Just 23% said the spending level was 10% or higher.

“This plays right into the hands of malicious actors,” noted Mahna. “When times are

tough, these criminals expect companies to cut back, essentially leaving doors
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unlocked. In good times or bad, cybersecurity spending should always remain a top
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