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69% of Financial Services Companies
Globally Have Experienced a
Cyberattack
Survey respondents agreed cyberattacks are becoming more targeted (77%),
severe (64%) and sophisticated (63%). Yet, they don’t have the resources and
strategy in place to protect themselves.
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As many as 69% of �nancial institutions globally have experienced a cyberattack in
their lifetime, while nearly half reported experiencing an attack in the prior 12
months. That’s according to a study by Keeper Security, provider of the leading
cybersecurity platform for preventing password-related data breaches and
cyberthreats, today revealed that
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These �ndings derived from Keeper’s 2019 Global State of Cybersecurity in Small and
Medium-Sized Businesses report, conducted by the Ponemon Institute, which
surveyed 2,391 IT and IT security practitioners in the U.S., U.K., DACH, Benelux and
Scandinavia, including 348 from the �nancial services sector.

“The �nancial services sector is in the midst of a pivotal era of disruption, but
transformation should not come at the expense of cybersecurity. As a highly-
regulated industry, it’s imperative that �rms don’t let cybercriminals �ll the gaps,”
said Darren Guccione, CEO and Co-Founder of Keeper. “Unfortunately, the majority
of these businesses have already experienced a cyberattack and our research shows
they’re still not going far enough to prevent the next one. The good news is there are
easily-implemented solutions and strategies that enable �nancial institutions to
transform securely.” 

Survey respondents agreed cyberattacks are becoming more targeted (77%), severe
(64%) and sophisticated (63%). Yet, they don’t have the resources and strategy in
place to protect themselves. Half don’t believe they have suf�cient budget to support
strong cybersecurity posture and 47% don’t have a plan in place for responding to an
attack. Only 39% of �nancial services �rms believe their IT security posture is very
effective.

Cyberattacks can be �nancially damaging for �nancial institutions. Data breaches in
�nancial services resulted in an average of 7,095 customer and employee records lost
or stolen and came with an average price tag of $1.06 million from the disruption of
normal business operations. 

“Keeper’s �nancial services survey �ndings serve as a stark reminder of the current
cyberthreat environment and the gaps many �rms are experiencing between
cybersecurity risk and prevention,” said Donn Lassila, CFIRS, Chief Compliance/AML
Of�cer at Peak Trust Company. “At Peak Trust, we guard our client information like
it’s the gold in the ground. We’re proud to say we serve our clients with a strategy
rooted in strong cybersecurity protocol.”

The 2019 Global State of Cybersecurity in Small and Medium-Sized Businesses report
underscores growing cybersecurity concerns best illustrated through the year-over-
year trends dating back to 2016. 

Accounting

Hello. It looks like you’re using an ad blocker that may prevent our website from
working properly. To receive the best experience possible, please make sure any blockers
are switched off and refresh the page.

If you have any questions or need help you can email us

https://c212.net/c/link/?t=0&l=en&o=2603420-1&h=813229606&u=https%3A%2F%2Fstart.keeper.io%2F2019-ponemon-report&a=The+2019+Global+State+of+Cybersecurity+in+Small+and+Medium-Sized+Businesses+
https://start.keeper.io/2019-ponemon-report
https://www.cpapracticeadvisor.com/section/accounting/
mailto:info@cpapracticeadvisor.com


CPA Practice Advisor is registered with the National Association of State Boards of Accountancy
(NASBA) as a sponsor of continuing professional education on the National Registry of CPE
Sponsors.

© 2024 Firmworks, LLC. All rights reserved
Hello. It looks like you’re using an ad blocker that may prevent our website from
working properly. To receive the best experience possible, please make sure any blockers
are switched off and refresh the page.

If you have any questions or need help you can email us

mailto:info@cpapracticeadvisor.com

