
DIGITAL CURRENCY

PC Matic O�ers Strong Approach to
Security
Several companies are proposing solutions, but it is uncertain how successful these
will be. But it is clear that the use of “white lists” will be a major part of the solution,
and that one of the leaders in this movement is a vastly enhanced PC Matic.
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The �eld of computer security is in disarray, leaving individuals and businesses alike
largely unprotected and confused as how to fend off attacks by so-called “black hat”
hackers. That’s a problem for tax and accounting �rms, which are required by law to
safeguard the information of their clients.

Several companies are proposing solutions, but it is uncertain how successful these
will be. But it is clear that the use of “white lists” will be a major part of the solution,
and that one of the leaders in this movement is a vastly enhanced PC Matic.

Law enforcement of�cials who work against the “dark Internet” of hackers and other
criminals estimate that there are thousands of organized rings of hackers who are
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able to steal billions of dollars each year. The Internet is an almost ideal
environment such criminal activity, including:

The theft of personal and corporate information, including bank account
numbers, Social Security Numbers, credit card numbers and more.
The �ling of false income tax returns at both the federal and state levels.
Cyber “protection schemes” such as the use of DDoS attacks, with the criminals
threaten to block a web site unless paid.
Transmission of “spam” email through networks of Trojan Horse viruses placed on
computer systems.
The creation of programs that contain malicious code (“malware”), such as the
infamous Cryptolocker, which locks up the computer until its owner pays a
ransom.

Helping �rms counter these kinds of attacks are three resources — law enforcement,
the cadre of computer security specialists, and the companies that produce security
software and hardware, including the anti-virus companies. Unfortunately, these
three are at a disadvantage themselves:

Law enforcement is out-gunned, under-staffed and in some cases hampered by
laws. When the criminal element is a government, for example, it is dif�cult for
law enforcement in many countries to act even if they wished to. Even when this is
not the case, there are too many scammers, with new persons and schemes
erupting daily across the Internet.
Computer security specialists can help, but their services are often too costly for
individuals or small businesses. Moreover, while they are able to suggest best
practices and perform other services, they are not able to assure protection.
The anti-virus and computer security hardware and software companies are
hampered by a whole host of problems. They are, in general, reactive rather than
proactive. That is, they can’t do much to protect a computer until a new virus or
scheme is already loose in the environment, so they are constantly left playing
catch-up.

With more than 100 major computer security hardware and software vendors, it is
virtually impossible to tell whose products will best suit the needs of a speci�c
industry, company or individual. It is clear that the days of traditional anti-virus
applications and �rewalls are over. Worse yet, the market has been �ooded with fake
anti-virus programs, and one leading company has been accusing of trying to cause
competitors to misidentify harmless and necessary applications as malware.
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In August of 2015, Reuters (www.reuters.com/article/2015/08/14/us-kaspersky-
rivals-idUSKCN0Q J1CR20150814) quoted two former employees of the Russian anti-
virus company Kaspersky Lab created fake viruses in order to convince rivals to delete
critical �les on the personal computers of users. The decade-long campaign is alleged
to have targeted Microsoft, AVG Technologies NV, Avast and others.   The employees
allege that the intent was not to harm consumers, but rather smaller rivals that were
using Kaspersky technology rather than developing their own. Still, these programs
served to generate “false positives” that led to the deletion of �les. Kaspersky denies
the allegations, and the companies said to have been targeted will not comment
beyond stating that unknown parties have attempted to introduce false positives
into their software.

If traditional anti-virus and anti-malware programs are ineffective, how can tax and
accounting protect their clients. Indeed, if the Internal Revenue Service is itself
incapable of protecting that data, what chance can a small �rm or solo practitioner
have?

The answer may lie in the aggressive use of application and email whitelists.

Whitelists and blacklists have been a part of the computing industry from the
beginning. A blacklist is a list of persons, web sites or applications that are not
accessible by a computer or network. A whitelist is that group of users, web site,
email domains or applications that have been approved for use on a computer or
network.

Old timers will remember when whitelists and blacklists were widely used – but
those memories are not good ones. Email whitelists for small businesses virtually
ensured that new customers would be blocked from communicating with the �rm.
The �rms themselves had to maintain the whitelist, which added expense and
bother for the �rm’s IT staff. Also, if a �rm used an Internet Service Provider whose
other clients sent commercial pitches via email, that �rm could �nd itself blacklisted
and unable to send email. Getting off a blacklist often required a short trip to hell and
back.

Today is different. While law enforcement struggles to catch up, and traditional
forms of protection proving virtually worthless, security vendors – from Symantec
and McAfee to Trend Micro and more — have again turned to whitelisting as a
solution. They may not all do it in the same way, but they are uniformly in favor of
trying application whitelisting as a critical part of a �rm’s security schema.
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The surprising part of all of this is not that the old is new again, but rather the
resurgence and strong performance of PCPitstop and its �agship PC Matic as a viable
offering for professional and home of�ces.

The PC Matic of old had numerous problems. But over the past three years, the
company has made a concerted effort to increase the effectiveness and value of its
product. The result is a short list of positives of note:

The company’s newsletter is a free publication that can be found at
https://cart.pcpitstop.com/emailPreferences.asp. It offers an excellent overview on
threats to computer security as well as tips for Windows users..
The web site is enhanced with features and utilities.
The company makes some valid points about the origin of malware (generally in
the same countries in which anti-malware software is developed, increasing the
possibility of contamination of the anti-malware products.)
The software generally gets positive reviews from professional evaluators, and
there are numerous positive reviews on Amazon.com and from other sources to
balance the bad reviews.

Of course, there are still some negatives – a high number of false positives in some
tests, for example. Note that the worst of the complaints about this product,
however, are 3-5 years old — long before the renovation of PC Matic. In addition, the
company is unlikely to whitelist many of the freeware or obscure third-party
applications some PC gurus prefer.   Finally, don’t waste time with utilities such as
hard drive defraggers and registry cleaners, which do little to improve product
performance.

On the other hand, there are few products on the market today that I would trust
entirely, even the so-called market leaders.

I do like the whitelist approach PC Matic has taken. And for a solo practitioner or
very small practice, PC Matic is an economical security program.

The best advice for these accounting of�ces is to try the security features of PC Matic
with other tools we have recommended in the past, including LavaSoft’s Ad-Aware
free version, and SpyBot’s Search-And-Destroy. At the same time, make no changes
(other than critical patches and tax software updates) between January 1 and May 1
of next year.
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