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you? According to a survey of 540 accountants and bookkeeping professionals, the
answer is probably yes.

Sep. 15,2015

Paper checks are dangerous. They represent a serious fraud risk. Does this risk worry
you? According to a survey of 540 accountants and bookkeeping professionals, the

answer is probably yes.

The 2015 Client Bill Payment Trends Survey revealed three concerning trends around
bill payment, including worries about fraud and separation of duties. The survey,
conducted in May 2015, contains responses from accounting and bookkeeping
professionals handling bill payments from solo practitioners to firms with 31 or more
employees. Professionals answering the survey included members of the CPA
Academy, Insightful Accountant, schoolofbookkeeping.com and The Sleeter Group.

Here are three notable results.

First, 45 percent of the respondents agree that paper related to accounts payable

creates a serious risk of fraud.

Paper checks, invoices, contracts and other papers pertaining to bill pay contain
sensitive information about a business and its financial obligations. It only takes one

piece of paper in the wrong hands to invite fraudulent activity.

Strangely enough, accountants and bookkeepers still predominately use paper
checks. Seventy-three percent of the survey respondents use computer-printed checks
for bill pay, and a surprising 37 percent rely on handwritten checks to pay their

clients’ bills.
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Why are physical checks a problem? Checks have all the necessary data for fraud
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cult to ensure a buttoned-up process with only authorized individuals
participating in their assigned bill pay tasks. It’s also difficult to archive that

workflow activity for review if there are questions in the future.

Approving and paying a bill can call for more than 20 steps for each bill —and that’s
ifitinvolves a simple review process with only two to three participants. From the
moment the bill is received, staff must review it, align it with contracts and
supporting documents, record it, send it for review and approval, arrange for

payment and send it off.

If that workflow is not stringently monitored and enforced, it leads to a lengthy
process riddled with inefficiency and fraud risk. It’s difficult to ensure that the
appropriate separation of duties takes place during bill pay. Blurring the lines of this
task-based separation — for example having the same person responsible for both

record keeping and money handling — creates opportunities for fraud.

Finally, 30 percent said that they have had a client victimized by fraud related to
the bill payment process.

To me, thisis frightening. It identifies the combined weaknesses of both paper and
processes. Paper-based bill payment creates risks. An indiscriminate workflow
reinforces the opportunity for risk. Combined, the two provide a fertile ground for

inappropriate activities that can endanger you and your client.

How can accounting and bookkeeping professionals reduce the fraud risks of bill

pay?

1. Go paperless — Every bill or check s a security risk. As a best practice, cloud-based
bill payment solutions hide all bank account information from all users.
2. Establish prevention procedures — Identify areas where you are most vulnerable

and who is accountable for each area.
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3. Enforce separation of duties — Clearly define user access to data and do not allow
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One bill pay bright lining uncovered by the survey shows thatin the next six months,
41 percent of respondents intend to adopt a cloud-based bill payment solution. By
moving bill payment to the cloud, professionals will eliminate paper, enforce
workflows, preserve the bill pay process for only authorized individuals and
eliminate potential fraud exposure through the creating, signing and sending of

checks.
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