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Get Hacked, Get Sacked!
Risk mitigation when your practice is attacked is an economic consideration. What
will breach reporting cost? What will recovery cost and time lost be? Although we are
not likely to be terminated by our clients or our �rm, even this type of loss ...
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Risk mitigation when your practice is attacked is an economic consideration. What
will breach reporting cost? What will recovery cost and time lost be? Although we are
not likely to be terminated by our clients or our �rm, even this type of loss is possible.
What can we do to minimize the possibility of identity theft, malware, viruses, and
attack from attackers? By the way, whether you run a private cloud or use public
cloud facilities, you have a risk of attack and theft. As you might surmise, the public
cloud data centers have more sophisticated tools to watch for attacks, but their tools
are marginally better at preventing attacks in the �rst place than properly
maintained in-house IT equipment.
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Attacks come from a number of sources: PDF �les, email links, direct attacks from
software and more. Although the amount of spam is dropping and the protection
from spam �lters is increasing, the effectiveness of �rewalls and anti-virus is
decreasing. Further, the aggressiveness of the attackers is becoming much greater. In
addition, with the United States being the second largest source of attacks according
to an eWeek article, the threat is just as much from people around us as it is from
overseas. My conclusion is fairly simple in this area, though: the bad guys are
following the money.

With identi�cation theft and security breaches reported almost daily, we are
becoming desensitized to the risk and impact of a theft. With massive identity thefts
like those reported in August 2014 of the Russian hackers accumulating 1.2 billion
stolen user names and passwords and a half a billion email addresses garnered from
420,000 sites, it is hard for us to imagine the size and scale of the theft. Many of you
probably have trouble recalling the October 2013 report of 153 million credentials
being stolen from Adobe. These large scale thefts remind us of the importance of
routinely changing our passwords and maintaining these credentials with some sort
of password management tool.

Consider the Solutions

There are a number of strategies that must be followed by public cloud providers or
on your own in-house network and private cloud. Even though it is our belief that all
�rewalls and anti-virus products are becoming less effective as the hacker’s tools
become more sophisticated, you should be following current best practices for
security to establish that your �rm is making reasonable efforts to protect client data.
The responsibility of protecting client data can’t be transferred to another entity
who is doing your hosting or your IT work.

Minimum protection today includes:

1. Firewall with intrusion protection services – options include Cisco, SonicWall,
WatchGuard and others.

2. Anti-virus that is updated regularly – options include GFI Vipre, eSet, McAfee and
others.

3. Password managers – options include Citrix Password manager, LastPass,
RoboForms, Password Depot and others.

4. Encryption of all drives and removable media – options include Microsoft
Bitlocker, PGP and the built-in encryption in the Mac OS, which unfortunately is
off by default.
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5. Software patching policies – patching software can be done manually or
automated through products like Continuum, SolarWinds, Kaseya, Level
Platforms, N-Able and others. Just as important is when you don’t patch, for
example servers and �rmware during tax season.

Other considerations – Besides the technical products used above, you should consider
additional protection for the �rm.

1. Security training – we have covered this in prior articles. If you’d like an outline
for an in-house lunch and learn, consider the topics here:
http://www.nmgi.com/tag/security/

2. Cyber insurance – consider if protection is needed beyond your �rm’s base
professional liability coverage. Options include: AON, Lloyd’s of London, Rhodes
Risk Advisors and others.

3. Policies – the �rm should have a variety of acceptable use, security and breach
response policies. We can provide samples of these on request.

4. Business Continuity Disaster Recovery Plan – all �rms should have a plan, but
few do. A BC/DR plan seems to be a something that is particularly easy to put off.

5. Currency of applications – older software, for example Windows XP and before
and Of�ce 2003 and before are no longer maintained by Microsoft. These products
allow bad guys easier access to our systems.

6. Remote workers – in the world of Bring Your Own Device (BYOD) and working
from client sites or homes, how do we protect the systems from attacks started
from authorized user’s infected computers?

7. Security breach preparation – what do you do to prepare? Is encryption suf�cient?

The main concern for accounting �rms is that if data is compromised, you would
have a security breach reporting incident. Today, all but three states have security
breach reporting laws. The chances are pretty good that you are doing business with
clients in more than one state. While I’m not an attorney and unable to render legal
advice, if all workstations are protected with disk encryption, and the server drives
are by default encrypted with your virtualization software, under most security
breach statutes, your �rm should be exempt from reporting. In other words, since
you have encryption active at the desktop and a level of protection at the server, you
don’t have a reportable incident.

What To Do

You may want to give management teams some background on the aggressiveness
and risks of attacks. For additional information, you may want to review my blog
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post on security here. Some attacks or infections are particularly aggressive. For
example, the only way we know to protect against CryptoWall right now is to block
all attachments at the �rewall, and require clients to transfer �les in and out of the
�rm via a portal such as ShareFile. From a practical viewpoint, this is not likely to
happen. If you are a system administrator or IT manager, we suggest that you: 1)
review your anti-virus signature and setup weekly, 2) hold extra training for
employees, 3) make a plan for what to do if infected. This includes warning your
users to plan on outages of 24-72 hours and that if they attempt to work again too
soon that they are likely to re-infect their systems.

Consider what you believe to be the risks for your �rm. Build a response plan.
Remediate any short falls in your security, policies and procedures. Train your users
to minimize the risks. And be safe out there!
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