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IRS Needs to Take Action Against Cyber
Threats to Better Protect Taxpayer Data
The Treasury Department agency tasked with overseeing the Internal Revenue
Service has issued a report saying that the nation's taxing authority needs to do a
better job of tracking its e�orts to eliminate identi�ed �aws in the security of
systems involving taxpayer data.

Nov. 21, 2013

WASHINGTON – The Treasury Department agency tasked with overseeing
the Internal Revenue Service has issued a report saying that the nation's taxing
authority needs to do a better job of tracking its efforts to eliminate identi�ed �aws
in the security of systems involving taxpayer data.

The Treasury Inspector General for Tax Administration (TIGTA) reviewed whether
closed corrective actions to security weaknesses and �ndings reported by TIGTA have
been fully implemented, validated, and documented as implemented.

TIGTA identi�ed weakened management controls over the IRS’s closed planned
corrective actions (PCA) for the security of systems involving taxpayer data. Eight
(42 percent) of 19 PCAs that were approved and closed as fully implemented to
address reported security weaknesses from prior TIGTA audits were only partially
implemented. These PCAs involved systems with taxpayer data.

In addition, documents did not support the closure of the PCAs, and supporting
documents were not always uploaded to a Treasury Department database and were
not readily available.

“When the right degree of security diligence is not applied to systems, disgruntled
insiders or malicious outsiders may exploit security weaknesses to gain unauthorized
access,” said J. Russell George, Treasury Inspector General for Tax Administration.

TIGTA made six recommendations, including advising the IRS to: strengthen its
management controls to adhere to internal control requirements, provide refresher
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training to employees involved in uploading data to the Treasury database, audit the
corrective actions for closed PCAs, and change the status of closed PCAs to open for
those that were partially implemented.

IRS management agreed with �ve of TIGTA’s six recommendations and plans to issue
guidance on internal control requirements, provide training, and revise the
procedures to improve the IRS’s management controls over the PCAs. IRS
management partially agreed with the sixth recommendation to upload
documentation for previously closed PCAs, pending the completion of a cost-bene�t
analysis and risk-based approach. TIGTA believes the IRS should complete the sixth
recommendation as stated, to ensure the implementation of all PCAs over security
weaknesses.

 

IRS  • Security  • Taxes

CPA Practice Advisor is registered with the National Association of State Boards of Accountancy
(NASBA) as a sponsor of continuing professional education on the National Registry of CPE
Sponsors.

© 2024 Firmworks, LLC. All rights reserved

Hello. It looks like you’re using an ad blocker that may prevent our website from
working properly. To receive the best experience possible, please make sure any blockers
are switched off and refresh the page.

If you have any questions or need help you can email us

https://www.cpapracticeadvisor.com/section/irs/
https://www.cpapracticeadvisor.com/section/security/
https://www.cpapracticeadvisor.com/section/taxes/
mailto:info@cpapracticeadvisor.com

