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The Big E�ects of Cyber Attacks on
Small Businesses
A look at the unique cyber vulnerabilities that SMBs face, and how they can mitigate
data breaches with an inside-out approach to information security
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The data breaches that most often make splashy headlines affect large companies
and compromise millions of customers, such as the attacks against Target and eBay. 
Data possessed by small businesses can be just as valuable and, in some cases, much
more so. 

Small business owners and operators understand that the impact of an embarrassing
or costly data breach can mean much more – up to and including loss of livelihood or
the entire business enterprise.  The majority of attacks target small and medium-
sized businesses because they are typically much more vulnerable than large
enterprises, and the effects can be devastating.  

Traditionally, we stand up network or endpoint defenses, such as �rewalls, spam
blockers and antivirus software, intended to keep the bad guys out.  But these don’t
always work and hardening the outside does little to protect data once an attacker
inevitably breaks through those defenses, and does even less when data is acted upon
by a malicious insider or for data stored in cloud-based applications like Dropbox
and Salesforce. 

Monitoring where �les exist, where and how they are move, and by whom inside and
outside the network is critical to immediately identifying an attack and preventing
information loss.

The Verizon 2013 Data Breach Investigations Report found that 62 percent of
breaches impacted smaller organizations, and that number is likely conservative
because it assumes an organization is even aware it has been breached. Cyber
attackers no longer hack systems simply to achieve notoriety. They run their
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operations like a business and want to �nd ways to maximize the return on their
investments.

That makes small businesses, which typically do not have the IT resources or
expertise to implement and manage security systems, prime targets. A Ponemon
Institute survey reported that one-third of respondents admit they are not certain if a
cyberattack occurred in the past year, and 59 percent of SMBs say they do not have
suf�cient IT experience. 

The increased adoption of cloud-based services like Dropbox, Salesforce, and
Evernote also opens organizations up to potential breaches because sensitive data is
stored and accessed outside the network.  Not using cloud computing services is not
really an option because they do offer signi�cant bene�ts in terms of improved
productivity and collaboration. That’s the Catch-22 of cloud computing: cost
effective and easy to use, but can increase the possibility of a costly data breach. 

The “Bring Your Own Device” era is another factor to consider as employees access
46 percent of an organization’s business-critical applications from their mobile
devices (Ponemon Institute). These devices typically sit outside the established
security controls and allow cyber thieves to follow your data.

When a large company endures an embarrassing and costly data breach, it will suffer
�nancial losses and damage to its reputation.  When a small company is attacked, it
may never recover.  An attack can set a small business back anywhere from $54,000
to $101,000 per incident (CNBC).  PCWorld in August 2013 reported that of the small
businesses who suffered a breach, roughly 60 percent go out of business within six
months after the attack. 

Symantec’s recent admission that antivirus software is “dead” is also an admission
that the traditional approach of hardening the network and data center is also dying,
particularly as companies move their data to cloud-based services. What’s necessary
now is doing the opposite and taking an inside-out approach: protect the data itself
rather than trying to block access to it. Monitor sensitive data, no matter where it is
stored, to track who’s sending it and where it’s going based on rules set by the
speci�c company to block unauthorized attempts to access and/or send a �le.

Additionally, every business, large or small, should have a comprehensive security
training program in place for employees.  This involves not leaving �les open or
unattended, and making sure to shut down unsecured devices like a smartphone or
tablet.  Also, classify your employees based on what they can and cannot access on
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the company system.  Not everyone needs to have access to all cloud applications. 
Additionally, each employee should have a different and strong password for all
accounts or services.

In a perfect world, a prevention plan is all you would need to avoid a breach. 
However, the stark reality is that an attack can happen despite your best efforts. 
Every small business should have a crisis management plan in place that centers on
transparent communication between management, employees, stakeholders,
customers, and anyone else who may be affected.  Choose an internal employee to be
the face of the company, and who will be the go-to person for updates and
information. 

The way we share, store, and access data is always evolving, and it is important to
keep up with the changing landscape by reviewing your system on a monthly,
quarterly, or annual basis depending on your security needs.  In the meantime, we
should all take steps to drive to drive up the cost of doing business in our enterprise
for the cyber thieves.  It’s possible to do this, in an affordable and straightforward
manner, by paying attention to the same thing the cyber thieves do – your data.
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