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Technology (IT) teams. Even with a security focus, education and the right tools,

security is frequently weak.
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Security of client information has always been a top concern for Information
Technology (IT) teams. Even with a security focus, education and the right tools,
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security is frequently weak. If your IT team takes their eye off the security ball, you
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benefits of SaaS or hosting applications that are worth additional review.
SaaS Concerns

Running your applications through a browser has potential benefits as well as
weaknesses for your firm. Examples of the benefits include: the software remains up-
to-date, rapid deployment, ease of access from multiple locations particularly where
a browser can be used, known recurring costs and more. Possible weaknesses
include: poor performance, lack of customization, difficulties with integration,
outages beyond your control, and difficulties in downloading your data including

the loss of history during conversions.
IT Concerns for you to discuss with your team include:

1. Service Level Agreement (SLA) guarantees — What is the contracted commitment
of availability? What is the consequence if this standard is not met?

2. Security of the data — How is access protected? Is it simply a user ID and password?
What happens if the user ID and password is compromised? Is any data left behind
from the browser session? Is any data stored locally on the machine or device used?

3. Compatibility with browsers — Although compatibility is improving with more
use of HTML5 and less use of Flash in applications and web sites, there can be
notable differences in experience if products are run in different versions of web
browsers or in different web browsers. For example in the Microsoft browsers
Internet Explorer 8, 9 or 10, there are notable technical differences and user
experiences. The complications become more pronounced as Google Chrome,
Mozilla FireFox and the Safari browsers are added to your mix. How does your
organization support, test and protect the organization?

4. Speed issues — What is the organizational plan to deal with unforeseen
performance issues? Most browser based applications run consistently, but if there

is an issue, how is it resolved? Speed and compatibility issues are frequently
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beyond the control of your IT team to resolve. What will you do if this is an issue?
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change was particularly disruptive.
Hosted Concerns

Hosting applications can eliminate some traditional IT problems, but may create
issues at the same time. For example, QuickBooks hosting is popular, and itis
convenient to not go through the installation or upgrade process. The cost of hosting
can frequently be passed on to clients, making the option even more attractive for a

firm.

Like SaaS, hosting can provide benefits including: software updates are applied by
the hosting vendor, hosting makes remote access easier, and infrastructure expenses
such as servers, backups and other upgrades may not be required. Possible
weaknesses include: poor performance, restrictions on integration, outages beyond

your control, and restrictions placed on application use.
IT Concerns for you to discuss with your team include:

1. Certifications — Is the hosting company certified? Has the hosting vendor met
minimal standards such as the Service Organization Controls (SOC) in SSAE 16?

2. Licensing — Do the applications we want hosted have any restrictions in their end
user license agreement (EULA)? How is the software licensed? Does the hosting
company provide the licensing? Do we?

3. What protects our data? —Is the data backed up and copied off-site? Is the security
set up to prevent other firms from seeing our data? Unfortunately, this problem has
occurred more than once this year by well-known hosting companies.

4. How do upgrades occur? — Does the hosting company install new applications or
updates? What is the charge for this? How frequently are the updates made?

5. End-user support — How do issues with applications get resolved? What happens

for after-hours issues? What are the charges?
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In-House Concerns
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of understanding of your applications, lack of expertise in a technology you need,

security shortfalls, and catastrophic failures at your location.
IT Concerns for you to discuss with your team include:

1. Technology Plan — What is our technology strategy and tactics? What is the
budget for our activities?

2. Business Continuity and Disaster Recovery — How have you covered the IT
portion of our firm-wide BC/DR plan? Can you show me your IT documentation?

3. Single Points of Failure — What technologies do we have where failure of a single
item could disable us?

4. Security — How can we be assured that we have adequate protection? What is your
plan for firewall maintenance? How is data encrypted in motion and at rest?

5. Backup — How is our in-house IT protected? What is the data backup strategy?
How do you know it is working? Who is your backup in case something happens to

you?

Most of the IT concerns for in-house have to be addressed whether you are only in-
house, or use some hosting or Saa$S applications. As you have probably perceived, the
IT concerns listed in all three categories barely scratch the surface of what has to be
considered. There are many sources for good IT checklists, but the key formula in
each case is applying your knowledge and business needs to the list. If you’d like to
discuss your needs directly, it would be a pleasure to do so. The most important thing

to do is to act and make a plan that can guide you now and in the future.

Technology
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